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1. Introduction 

In this document you will find a current specification of the FTP interface: where do the data providers 

deliver their files, which are the rules implemented for accepting (or not) the files, and which specific 

rules for the fields to be accepted and introduced in the MARINFO database. In a second part, we list 

the current APIs (web services) specifications, where we define for each web services the url(s) to 

use, the parameters to be used for the calls, and the expected results. Lastly, we will have a look at 

the csv exports. Which files are being exported and where to find them. 
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2. FTP 
 

2.1 Introduction 
Marinfo files are delivered as zip files on an external FTP server. These files are extracted by Data 

Factory and stored on the datalake. During the process of transforming and ingesting these files into 

the SQL database, a number of checks are performed on this data. The parameters of this process 

are stored on the MARINFO database. It contains the list of files that need to be loaded, a step by 

step description of the ETL flow, description of what is inside the zip files and the order they need to 

be loaded, and a description of each column inside each table with their expected specifications. All 

these describe the rules of the ETL process from fetching the data from the FTP to processing them 

and storing them in the SQL database. 

 

The full pipeline can be found in data factory, by clicking the link below: 

https://adf.azure.com/en/authoring/pipeline/Ingest_data?factory=%2Fsubscriptions%2F49dbba4a-

f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-

rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df 

 

 

2.2 MAR_VERIF4.STEPS 

This table, available on the MARINFO database, serves as a description of all steps in the ETL 

process. The process can be described as follows: 

1. Check which zip files need to be fetched from the FTP server. 

2. Try to extract a data from the zipfile name. These dates are used to determine the order of 

processing. 

3. The ZIP file has been successfully unzipped on a temporary folder 

4. The delivery has been retrieved and the packaging looks OK 

5. Phase 1 has been started (validation of the delivery) 

6. A file named "Checksum.txt" is present in the delivery 

7. The Checksum File has a correct structure 

8. The Checksum File has been loaded in the database 

9. The zipfile should contain the first digit of the lot number of the zip file. This is necessary 

because different lots can have files with the same name as input. 

10. All files have authroised method and it is clear whether the loading procedure is total or 

incremental 

11. Check if the number of files in the CheckSum matches the number of files in the zip 

12. Check whether there are duplicated files in the Checksum file 

13. The Checksum File has entries for all the files in the delivery 

14. All files in the delivery are described in the Checksum file 

15. The MD5 of the files in the checksum have been verified successfully 
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16. The files provided in the zip file are known files in the database 

17. This check only applies to zip files with .all method. Check that all the files of the lot are 

present 

18. Check whether the files have the correct columns and whether they are in the correct order. 

19. The number of rows for each file has been successfully checked against the value in the 

Checksum file 

20. The content of each file of the delivery is syntaxically correct 

21. Check the primary key, foreign key and mandatory column requirement 

22. The files have been checked and loaded successfully 

23. Materialize the views that are needed for the webservices 

24. This step gets logged incase there has been a severe unforseen error in the processing of the 

zip file. 

2.3 MAR_VERIF4.PARAM_FTP 

This table contains all necessary details on how to access the external FTP server, and which files we 

need to look for. 

  

Please note that in above picture, some confidential information of how to access the data is left out. 

This can be accessed by querying the table on the MARINFO database. These zip files will be 

extracted and loaded on the MARINFO datalake. 

2.4 MAR_VERIF4.PARAM_LOTS 

This table contains detailed information about the LOTS of MARINFO, how the records inside are 

separated, and in which order they should be loaded. 
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2.5 MAR_VERIF4.PARAM_FILES 

This table contains the information on which files are available within each of the LOT zipfiles, and 

how to process them. Below image shows some of the fields available in the MARINFO database 

table. 

   

It provides information on things such as load_order, field_seperator, expected encoding, whether a 

history table is needed and a description of what is inside the file. 

2.6 MAR_VERIF4.PARAM_FILE_FIELDS 

Lastly, this table contains details/restrictions on each field of all files. Some of these are shown in the 

picture below. 

  

For each field we check what is the expected data type, what is the expected maximum length of the 

content of the field, which format we expect for date/datetime fields, whether these fields are 

mandatory/primary key fields etc... These rules are checked during the ETL process and need to be 

followed by external data providers.  
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3. API 
3.1 Architectural Design 

 

The general purpose of this API data exposure is to query data from the model that is stored in an 

SQL database and expose this to the user. That way the user can customize this query to his / her 

needs. We expose the datamodel through the API Developer Portal. 

 
Figure 1: Design of the current setup 

 

3.2 Overview of available API calls 

 

For the EMSA MARINFO project, we agreed on exposing the data model through several API calls 

which are available for the EMSA users. Below you can find a list of all the available calls (GET & 

POST): 

 

Get 

- Company Current 

- Company Details 

- Company Fleet 

- Company Previous 

- Crew 

- Incidents 

- Inspections 

- Portcalls 

- SatCom 

- Vessel Call Sign History 

- Vessel Flag History 

- Vessel MMSI History 

- Vessel Name History 

Post 

- Company Current 

- Company Details 

- Company Fleet 

- Company Previous 

- Crew 

- Incidents 
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- Inspections 

- Portcalls 

- SatCom 

- Vessel Call Sign History 

- Vessel Flag History 

- Vessel MMSI History 

- Vessel Name History 
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3.3 Developer Portal 
 

To further assist the user in executing API Calls and retrieving data from the model. An EMSA 

developer portal has been deployed and published. We can see this as a UI Layer on top of the 

existing API Management resource in Azure which allows the user to execute and test API calls to 

retrieve the correct data from the data model. 

 

3.3.1 EMSA Developer Portal URL per Environment 

 

• Developer Environment: https://marinfo-dev-we-apim.developer.azure-api.net/ 

• Test Environment: https://marinfo-test-we-apim.developer.azure-api.net/ 

• Production Environment : https://marinfo-prod-we-apim.developer.azure-api.net/ 

 

When clicking on one of the previous URL’s, the user should land on the following page 

 

 
Figure 2: EMSA Developer Portal Landing Page 

 

If a user wants to make use of the developer portal, he / she can do this by performing the steps 

explained in the rest of this document. 
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3.3.2 Signing Up and logging in to the developer Portal 

 

In order to be able to execute API Calls, the user has to sign up first to get a subscription. This 

subscription will allow him / her to start testing the API. 

 

Important Note: The subscriptions and accounts are NOT shared across environments. If a user 

wants to test API calls on the TEST and on the DEV environment, he will have to sign up separately 

for each environment (by clicking on both URL’s above). 

 

1. To start signing up, the user should click on one of the ‘Sign Up’ buttons shown on the picture 

below. 

 

 
Figure 3: Developer Portal Sign Up Clarification 

2. This will take the user to the following page, here the user should fill in the required 

information in order to sign up to the developer portal 

Figure 4: Sign Up Form 

3. After filling in all the required information and resolving the captcha. The user should have 

received a new mail on the e-mail address that was filled in in the sign up form. 

4. After confirming your e-mail address you are now able to log in to the developer portal. Click 

on the Sign In button and provide the correct information. 

 

3.3.3 Creating and Requesting a Subscription 
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Before the user can start testing the API’s, there is one more step that needs to be completed, and 

that is creating and requesting a subscription for the user. The API Developer Portal has a built-in 

security rule that every call to the system has to be done with a valid subscription key (Ocp-Apim-

Subscription-Key). 

 

Important Note: When a user requested a (new) subscription, it is adviced to contact and send an 

email to the responsible people for the API’s & the Developer Portal (See 3.7). They will validate and 

accept your subscription which is obligatory for testing out the API. 

 

To request the subscription key the user has to: 

 

1. Go to Products (in the top right corner, in the navigation bar) and click on the MARINFO 

Product. Since this is the product that is linked to all the current API’s. 
2. Normally the user will see that he / she has no subscriptions under ‘Your subscriptions’. To 

request a subscription, give a name to your subscription – best practice is to respect the 

following format: 

o MARINFO <FirstName> <LastName> 

o Example: MARINFO Senne Eeraerts 

 

After completing the above step, the user will be redirected to the ‘Profile Overview’.  

 

Important to note is that the State of the subscription will be ‘Submitted’ until someone from EMSA 

accepts this Subscription. 

 

If the user loses this subscription key it can always be displayed under the ‘Profile’ tab. (press Show 

on the right side of the subscription key). 

 
Figure 5: Profile Overview 

 

3.3.4 Testing the API on the Developer Portal 

 

After clicking on APIs → MARINFO, the user will get an overview of the available API calls. 
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Figure 6: API Call Overview 

 

For this example, we will make use of the GET call of ‘Company Current’. 
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3.3.4.1 Understanding the different sections of information on the portal 

 

The screenshot above shows an overview of information about the API call. This page is split up into 

the following sections: 

 

• Name and Description of the API call. 

• The Request URL - this is the URL that should be called when testing this API from outside the 

developer portal 

• Request Parameters: 

• Name 

• In 

• Where should the Parameter be provided, in this case it’s in the query 

• Required 

• Whether the parameter is required or not in the request 

• Executing the api call without providing the correct required parameters is not possible. 

• Type of the parameter1 

• String: An alphanumeric sequence of letters and/or numbers 

• Integer: A whole number 

• Boolean: True or False value 

• Object: Key-value pairs in JSON format 

• Array: A list of values 

• Description 

• A brief description of the meaning of the parameter 

  

 
1 https://idratherbewriting.com/learnapidoc/docapis_doc_parameters.html 
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• Response 

• There are a lot of response status codes, the most commonly used are:2 

• 200 (OK) 

• 301 (Moved Permanently) 

• 401 (Unauthorized) 

• 403 (Forbidden) 

• 404 (Not Found) 

• 408 (Request Timeout) 

• 500 (Internal Server Error) 

 

 
Figure 7: Response Status Code + Representation 

 

As seen in the screenshot above, there are 2 clickable buttons under the Response section.  

• The first button will give you the name of the representation of this status code. This means 

that when the response 200 (OK) is returned, this data object will be returned from the API. 

• The second button is a code example of the representation (data structure in JSON) 

Generally speaking, the response representation is split into CompaniesCurrent and 

CompanyCurrent. This is because the complete data that this call returns is a set (array) of objects 

(CompaniesCurrent) and 1 object represents CompanyCurrent. Please refer to figure 7 & 8 to see the 

different structures with examples. 

 
2 https://blog.bearer.sh/common-http-status-codes/ 
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Figure 8: CompaniesCurrent Array Representation 

 

 
Figure 9: CompanyCurrent Object Representation 
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CompanyCurrent is 1 object inside the CompaniesCurrent Array dataset. An example can be found in 

the screenshot below. 

 

 
Figure 10: Example Of Representations 

 

3.3.5 Trying out the API 

 

You can try out the API by clicking on the ‘Try It’ button on the right side of the screen. 

 

 
Figure 11: Location of the Try It Button  
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When your subscription is already validated, the ‘Authorization’ field will be automatically filled in. The 

parameters for the Get Company Current request are not required. The query is built in a way that, 

when no parameters are provided, the request will just return a select of the first 100 rows for that call. 

Under the ‘Headers’ section, the user is able to find code snippets which are useful when integrating 

the API calls in applications in different programming languages such as C#, Java, PHP, Python. 

They also provide snippets on how to format the request as a HTTP request, or a request via curl etc. 

After clicking on ‘Send’, the user is able to see the data returned by the API.  

 

 
Figure 12: Return Data For the CompanyCurrent Call 
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3.4 Testing the API with external applications (Postman) 
 

It speaks for itself that it’s also possible to test the API Calls with other applications such as Postman. 

There are a few things that have to be taken into account before the user will be able to send 

successful requests to the API. 

 

Azure APIM always works with an Ocp-Apim-Subscription-Key parameter that has to be provided in 

the Header of EVERY call to the api. This Subscription key can be found under the Profile section on 

the Developer Portal. Not providing this key will result in an ‘Unathourized’ response error with the 

following Message: 

 

 
Figure 13: Example of the Unauthorized Error 

 

This will be the case when trying to send requests via applications like Postman but also on the 

developer portal itself. 
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The parameters for the GET request have to be provided in the URL of the request where as the 

parameters for the POST request have to be provided in the request body. The user can use the 

following screenshots as a reference when calling via both GET (Figure 13 & 14) and POST (Figure 

15 & 16) calls to the API in Postman. 

 

The first call is a GET call:  

• https://marinfo-dev-we-apim.azure-api.net/marinfo/companycurrent?imo=1594917&pagesize=100&offset=0 

• Take note of the Ocp-Apim-Subscription-Key in the Headers section 

 

 

 
Figure 14: Example Of A GET Call Via Postman 

 

 
Figure 15: Parameter Example 

The second call is a POST call: 

• https://marinfo-dev-we-apim.azure-api.net/marinfo/companycurrent 

• Don’t forget to provide the Ocp-Apim-Subscription-Key in the Headers section 

• It is important to also provide the parameters in the body, starting with a ‘@’ symbol 
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Figure 16: Example Of A POST Call Via Postman 
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3.5 Possible API Calls & Usage 
 

For the EMSA MARINFO project, the data of the datamodel can be exposed via 2 different types of 

API calls, GET & POST. 

In 3.4, the usage of the GET call was already covered. The way the POST call works is similar to the 

GET call. The only difference is that the parameters have to be provided in the BODY (keys of the 

object starting with the ‘@’ symbol) of the call instead of in the URL. 

 

 
Figure 17: Example Body Of A POST Call 

 

3.6 Different Types of API Calls for the same data 
 

The SQL query is built in such a way that the parameters (in the GET Company Current example this 

is the ‘IMO’ parameter) that can be send with the request can be ‘comma separated’. This allows the 

user to provide a list of different IMO numbers in this case. The query will return a record for each 

match between the provided IMO number and the IMO number in the data model. 

 

The only limitation when using GET requests is that the URL has a max length of 2 048 characters. 

This implies that when the user sends a request with a list of IMO numbers in the URL that has more 

than 2 048 characters, the call will fail. 

 

For this reason, we implemented a workaround so that lists exceeding the maximum amount of 

allowed characters, can still be send to the API. The solution for this is putting them in the body of a 

POST request, since here is no limitation on character length. 

 

The conclusion is that for every request that has a rather high ( > 40) amount of parameters, the 

POST request should be used instead of the GET request. 

 

3.6.1 Definition of the Request Parameters 
 

• Pagesize 

This parameter represents the amount of objects (read: rows) that will be returned for the specific call. 

 

• Offset 

These parameters serves the use of a ‘skip’ in your resultset.  

 

• IMO 
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Stands for: IMO number(s) of the vessel(s) (comma separated) 

 

3.6.2 Usage of the Request Parameters 
 

• Pagesize 

If a GET call retrieves all the rows in the data model, but the pagesize is set to 5, it will only return the 

5 first results to the user. (The default value of this parameter is set to 100 when not provided in the 

request) 

 

• Offset 

If the user would not want the first retrieved row for a specific provided parameter, but he wants the 

resultset to start from the second row that was retrieved, this value should be set to 1. (The default 

value of this parameter is set to 0 when not provided in the request, this means that no records will be 

skipped in showing the resultset) 

 

• IMO 

The user is able to retrieve a resultset based on providing 1 or many IMO’s as parameter. The IMO(S) 

can be provided as ‘comma seperated’. The way this should be implemented is as follows: 

 

 
Figure 18: IMO Parameter Comma Seperated Usage 

 
• Company Name 

This is string parameter that can be provided to the following queries in order to filter the response by 

Company Name, a list with comma separated values can also be provided. More information can be 

found in the picture below: 

 

 
Figure 19: Get Example Of The Company Details Request 

 

 
Figure 20: Post Example Of The Company Details Request 

 

• Start / Enddate 
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Some queries require a start and end date to be provided as query parameters. The GET request 

won’t be a valid request until both start- & enddate are filled in in the following format: yyyymmdd (Ex. 

19990101). 

In the post request the values will be defaulted to startdate = 00000101 & enddate = 99993112. 

 

NOTE: 

When the user sends a POST request, and the user does not want to provide a startdate nor an 

enddate, and wants to retrieve the entire query. The user should not provide the values for these 

parameters. In an example this would be formatted like so: 

 

 
Figure 21: Example Of Executing A Post Request Without Date Parameters 

 

 

3.7 Where/How to manage API Management Service 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-

453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-

rg/providers/Microsoft.ApiManagement/service/marinfo-prod-we-apim/overview?api-version=2022-03-

01 

Clicking the link above will direct you to the home page of the API management service of the 

production environment.  

3.7.1 API’s 

In the API tab, the API definitions, designs can be modified and tested. 
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3.7.2 Users 

Access and users can be consulted/managed in the users tab: 

 

3.8 Who to Contact? 
 

Available contacts for questions concerning the API’s, The Developer Portal and (Creating / Editing)  

 

Profile information are: 

- Raul Silva, raul.silva@emsa.europa.eu 

- Nelson Marques, nelson.marques@emsa.europa.eu 
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CSV Exports 
3.9 Introduction 

 

The ETL pipeline has an additional functionality that exports certain views as csv files and stores 

them on the datalake. These can then be accessed by external third parties that have the necessary 

rights. The specifics on which data will be exported and where they can be found are also available as 

master data in the MARINFO SQL database. 

 

3.10 MAR_VERIF4.VIEWS 

 

This table contains the name of the views that will be exported and the path to which they will be 

exported. 

 

When the ETL pipeline is running, as a final step, it will look in this table and check which data should 

be placed on the data lake. The above views are being materialized and exported to the datalake. 

These csv files can be found when clicking the link below: 

https://portal.azure.com/#view/Microsoft_Azure_Storage/ContainerMenuBlade/~/overview/storageAcc

ountId/%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-

1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-

rg%2Fproviders%2FMicrosoft.Storage%2FstorageAccounts%2Fmarinfoprodwedl/path/exports/etag/%

220x8D996FD547EF415%22/defaultEncryptionScope/%24account-encryption-

key/denyEncryptionScopeOverride~/false/defaultId//publicAccessVal/None 

 

 

 



PUBLICATION TITLE 

Page 26 of 27 

   

In above picture, you can find the storage container and paths to the exported csv files. Currently, 

whenever an external party fetches the csv file from the datalake, it will also delete this file. Each 

week, a new csv file will be exported to these directories.





 

 

 


